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Slack files to go public

Slack, the ubiquitous workplace messaging tool, on Friday filed to go public via a direct 
stock listing.

Why it matters: Slack is one of the hottest names in enterprise software, most recently valued 
at over $7 billion by venture capitalists, causing some speculation that it could receive a major 
acquisition offer before or after the listing.

•The direct listing is different from an IPO in that Slack itself isn't selling shares to the public. 
•Instead, shares are being sold by insiders like early employees and investors. 
•This is similar to what Spotify did last April, and Slack is using some of the same Wall Street 
banks.
•It disclosed that $100 million of shares would be sold, but that's almost certainly a placeholder 
figure.

Slack plans to list on the New York Stock Exchange under ticker symbol SK, likely sometime 
next month.

It reports a $138 million net loss on $400 million of revenue for 2018, compared to a $140 
million net loss on $221 million in revenue for 2017. 

Founder and CEO Stuart Butterfield earned $10.4 million in 2018 compensation, almost all of 
which was in the form of stock.

The San Francisco-based company had raised around $1.2 billion in private funding from firms 
like Accel, Andreessen Horowitz, Social Capital, SoftBank, Google Ventures and Kleiner 
Perkins.
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Subject: Correction
Date: Wed, 16 Jan 2019 14:31:43 -0500
From: Susan Marshall - H1F <susan.marshall@gsa.gov>
To: Bob Stafford - H1AC <bob.stafford@gsa.gov>, Travis Lewis - H1F <travis.lewis@gsa.gov>
Message-ID: <CAGjuJh7+akFg3JF24EKT32V6cSKwh2Gh7J+iUJ=Ry8neU7RVeQ@mail.gmail.com>
MD5: ec3e6656644f39bd07fa9b948b237d7a

The FedScoop article I sent you about GSA seeking a new "Slack" tool is not dated 2019, it is a 2018 
article.  Sorry about the confusion.  
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Subject: Slack meeting
Date: Thu, 14 Feb 2019 16:21:54 -0500
From: Susan Marshall - H1F <susan.marshall@gsa.gov>
To: Travis Lewis - H1F <travis.lewis@gsa.gov>
Message-ID: <CAGjuJh6Aw-rF6BM2UWdxeckWPc-SwMaF4KLW0c=iP74MfYSa6Q@mail.gmail.com>
MD5: 896e0ea2f9810027b4c8b0c11bdf3cad

Hi Travis,  

I'm going to have to skip the Slack meeting with Shive and Bob next week because I have 
another meeting scheduled with Bridget's staff during the same time.  I'll catch up with you after 
the meeting.

Thanks,
Susan
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Subject: FYI. Slack
Date: Tue, 26 Mar 2019 16:17:09 -0400
From: Susan Marshall - H1F <susan.marshall@gsa.gov>
To: Duane Fulton - H1FA <duane.fulton@gsa.gov>
Message-ID: <CAGjuJh58Gbw+HKXJq1h3DZSiAmTC8Cb0C53RLopbTm=CZL6yeA@mail.gmail.com>
MD5: 6679c3668abbfbeac97e14b216e7b09d

GSA watchdog to 18F: Stop using Slack
 

Written by Greg Otto May 13, 2016 | FEDSCOOP

Slack, its logo seen above, is used by 18F for a number of internal purposes. (Kris Krug/Flickr)

The General Service Administration’s inspector general wants the agency’s 18F unit to 
shut down its use of a popular workplace collaboration tool after it was found to expose 
personally identifiable and contractor proprietary information.

In a “management alert” issued Friday, the GSA IG says 18F’s use of Slack -  particularly 
OAuth 2.0, the authentication protocol used to access other third-party services -  potentially 
allowed unauthorized access to 100 Google Drives, a cloud-based file storage service, 
in use by GSA. Furthermore, the report says that exposure led to a data breach.

It’s unknown exactly who had access to or what data was stored on those Google Drives. The 
GSA IG office told FedScoop they could not confirm that any data was actually taken off those 
services.

In a statement, the IG office said they called the incident a data breach because of the 
administration’s extremely inclusive definition.

GSA’s Information Breach Notification Policy defines “data breach” as follows (emphasis ours):

Includes the loss of control, compromise, unauthorized disclosure, unauthorized acquisition, 
unauthorized access, or any similar term referring to situations where persons other than 
authorized users with an authorized purpose have access or potential access to PII, whether 
physical or electronic. In the case of this policy the term “breach” and “incident” mean the 
same.

A supervisor at 18F discovered the vulnerability in March and informed a senior GSA 
information security officer, who eliminated the OAuth authentication permissions between the 
GSA Google Drives and 18F’s Slack account.

During the inspector general’s investigation last week, it was learned that the 
vulnerability had been in existence since October 2015.

Additionally, the IG asked that any use of Slack or OAuth 2.0 inside GSA be shut down. 
The services were not in compliance GSA’s Information Technology Standards Profile, which 
makes sure IT products and services meet GSA’s security, legal, and accessibility 
requirements.

OAuth 2.0 is used by many web-based products, including a variety of social media networks, 
allowing users to sign into other services without entering a password. Earlier this year, 
researchers at a university in Germany found the protocol can be susceptible to man-in-the-
middle attacks.



Slack has been a darling of the startup world in recent months, allowing enterprises to 
internally collaborate and move away from internal emails. (Full disclosure: FedScoop is a 
user.) Slack CEO Stewart Butterfield has touted that GSA, along with NASA and the State 
Department, are users.

In FOIA requests FedScoop submitted to the agencies reportedly using Slack, only GSA would 
admit they are in fact using the service. 18F has publicized a lot of the work it has done with 
Slack, including a bot that onboards new employees.

After the release of the report, Rep. Jason Chaffetz, R-Utah, issued a statement calling the 
incident “alarming.”

“While we appreciate the efforts to recruit IT talent into the federal government, it appears 
these ‘experts’ need to learn a thing or two about protecting sensitive information,” the 
chairman of the House Committee on Oversight and Government Reform said. “The committee 
intends to further investigate this matter to ensure proper security protocol is followed.”

18F has written a blog post about the incident, with the office saying it conducted a “full 
investigation and to our knowledge no sensitive information was shared inappropriately.”

The incident stems from 18F integrating Slack with Google Drive -  something Slack users 
often do -  which runs afoul of the way the government wants to store its information.

“Upon discovering that this integration had been accidentally enabled, we immediately removed 
the Google Drive integration from our Slack, and then we reviewed all Google Drive files 
shared between Slack and Drive, just to be sure nothing was shared that shouldn’t have been,” 
the blog post reads. “Our review indicated no personal health information (PHI), personally 
identifiable information (PII), trade secrets, or intellectual property was shared.”

Slack has issued a statement:

“The issue reported this morning by the GSA Office of the Inspector General does not 
represent a data breach of Slack, and customers should continue to feel confident about the 
privacy and security of the data they entrust to Slack.

Slack leverages the existing Google authentication framework when users integrate Google 
Drive with Slack. This integration allows users to more easily share documents with other team 
members in Slack. However, only team members who have access to the underlying document 
from the permissions that have been set within Google can access these documents from links 
shared in Slack. Sharing a document into Slack or integrating Google Drive with Slack does not 
alter any existing Google document or Google Drive access permissions. Those permissions 
are set and managed within Google. Slack is unable to modify, grant or extend any 
permissions that exist in Google Drive.”

Contact the reporter on this story via email at greg.otto@fedscoop.com, or follow him on 
Twitter at @gregotto. His OTR and PGP info can be found here. Subscribe to the Daily Scoop 
for stories like this in your inbox every morning by signing up here: fdscp.com/sign-me-on.
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